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Expert guidance for securing your 802.11 networks

Learn best practices for securely managing, operating, and scaling WLANs●

Comprehend the security-related technological underpinnings of WLANs●

Explore new security protocols in 802.11i and WPA and learn how they prevent attacks●

Review centralized deployment models for wired/wireless integration●

Deepen your knowledge of defense by understanding the tools that attackers use to perform reconnaissance●

and to attack authentication and encryption mechanisms
Understand how to design secure WLANs to support enterprise applications with the new standards and●

practices detailed in this book
Reference the next generation authentication standards and protocols●

Find out about mobility, hotspots, and campus wireless networks●

Grasp Open Authentication, MAC-based authentication, shared key authentication, EAP authentication●

protocols, WEP, WPA, and 802.11i

Cisco Wireless LAN Security is an in-depth guide to wireless LAN technology and security, introducing the
key aspects of 802.11 security by illustrating major wireless LAN (WLAN) standards that can protect the
entire network. Because a WLAN is less effective as an isolated piece of the network, this book emphasizes
how to effectively integrate WLAN devices into the wired network while maintaining maximum security.

Cisco Wireless LAN Security covers the spectrum of WLAN security, including protocols and specifications,
vulnerabilities and threats, and, especially, deployment patterns and design guidelines. With a unique
combination of theory and practice, this book addresses fundamental wireless concepts, such as WEP, and
innovations, such as EAP, switching, and management. Each chapter includes detailed illustrations,
checklists, design templates, and other resources. You will also find generic wireless deployment patterns
based on real-world customer installations and functional examples of architecture, design, and best
practices.

Whether you currently design, configure, implement, and maintain WLANs or simply want to explore
wireless security issues, Cisco Wireless LAN Security has everything you need to understand how to create a
seamlessly secure, impenetrable 802.11 network.

This book is part of the Networking Technology Series from Cisco Press¿ which offers networking
professionals valuable information for constructing efficient networks, understanding new technologies, and
building successful careers.
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From reader reviews:

Galen Dent:

Inside other case, little folks like to read book Cisco Wireless LAN Security. You can choose the best book if
you'd prefer reading a book. So long as we know about how is important a book Cisco Wireless LAN
Security. You can add knowledge and of course you can around the world by just a book. Absolutely right,
since from book you can recognize everything! From your country until foreign or abroad you will find
yourself known. About simple thing until wonderful thing you can know that. In this era, we can open a book
or maybe searching by internet product. It is called e-book. You may use it when you feel fed up to go to the
library. Let's read.

Ernie Fleishman:

This Cisco Wireless LAN Security usually are reliable for you who want to be a successful person, why. The
reason of this Cisco Wireless LAN Security can be one of many great books you must have is actually giving
you more than just simple reading through food but feed anyone with information that might be will shock
your previous knowledge. This book will be handy, you can bring it almost everywhere and whenever your
conditions in e-book and printed kinds. Beside that this Cisco Wireless LAN Security forcing you to have an
enormous of experience such as rich vocabulary, giving you demo of critical thinking that we all know it
useful in your day pastime. So , let's have it and revel in reading.

Jaime Friend:

In this particular era which is the greater man or who has ability in doing something more are more valuable
than other. Do you want to become one of it? It is just simple strategy to have that. What you are related is
just spending your time not much but quite enough to enjoy a look at some books. One of the books in the
top listing in your reading list is actually Cisco Wireless LAN Security. This book which can be qualified as
The Hungry Hills can get you closer in becoming precious person. By looking up and review this book you
can get many advantages.

Dixie Santiago:

What is your hobby? Have you heard that will question when you got college students? We believe that that
question was given by teacher for their students. Many kinds of hobby, Everyone has different hobby. And
you also know that little person similar to reading or as looking at become their hobby. You have to know
that reading is very important in addition to book as to be the point. Book is important thing to increase you
knowledge, except your current teacher or lecturer. You discover good news or update regarding something
by book. Amount types of books that can you take to be your object. One of them is niagra Cisco Wireless
LAN Security.
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